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Why It's More Essential Than Ever.

Cybercrime is happening every
day at businesses of all sizes.
It's an unavoidable reality

of doing business. Yet, many
businesses do not have a formal
plan to help protect their data
and networks. This lack of
preparedness can be critical,

if not catastrophic, because
cybercrime continues torise.

RISING RATES

According to Ponemon
Institute’s Ninth Annual Cost
of Cybercrime Study that
evaluated responses from 355
companies in 11 countries,
successful breaches haverisen
more than 11% to an average
of 145 per company each year.*
That's about 2.8 attacks per
company every week.

COMMON CURRENT
THREATS

According to IBM's 2019
X-Force Threat Intelligence
Index," people inside of
organizations will continue to
jeopardize cybersecurity in
2019.I1BMrefers to themas
inadvertent insiders.

Inadvertentinsiders are
people within your business
who unwittingly compromise
the organization by falling
for phishing scams or social
engineering. They canalso
create compromise through
improper configuration

of systems, servers, and
cloud environments, and

by not following password
best practices.
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Successful breaches
have risen more than 11%,

to an average of 145 per
company each year.

Source: Ponemon Institute
and Accenture®

In its analysis, IBM determined
that 29% of reported attacks
involved compromises via
phishing emails and 45% of
those were business email
compromise (BEC) scams. These
attacks use social engineering
techniques to impersonate

the identity of a CEO or high-
ranking employee via email.
These emails are sent to those
who control bank accounts with
instructions to make fraudulent
wire transfers. At last count, the
FBIreports that BEC fraud has
cost organizations across the
globe more than $12.5 billion.

In adisturbing trend, the

IBM research found that
misconfigured cloud servers
contributed to the exposure of
more than 990 million records
in 2018. It's why a majority of
IT and security professionals
noted misconfigured systems
as a serious cloud security

risk because they help give
attackers access to a diverse
range of sensitive data including
email addresses, user names,
passwords, credit card and
health data, and national
identification numbers.

According to the IBM study,
spam and malware continued
tobe prevalentin 2018,
spreading malicious links and
attachments to users all over
the world. Clicking on these links
opens the doors to a business's
sensitive data.
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PREPARATION
REQUIRED

Across every industry, many
businesses are dangerously
unprepared to deal with
attacks that are growingin
sophistication and number. In
fact,a 2017 survey by IBM and
Ponemon of 2,400 security and
IT professionals found that 75%
of respondents said they did
not have a formal cybersecurity
incident response plan across
their organization.!

Evenbusinesses that have a
plan are likely underfunding it.
According toa 2017 article in
the Harvard Business Review,
firms typically allocate just
5% of their overall IT spend to
security.” And something as
simple as employee training is
often overlooked, which many
security specialists consider
the best defense.

“It often comes down to human
error,” said William Carlin,
insurance product specialist at
Huntington Insurance, Inc. "All it
takes is one employee to click on
a link or mistakenly get duped
into making a wire transfer. With
one mistake, criminals can get
through prevention measures no
matter how good they are."”

COSTLY DAMAGE

The Ponemon Institute’s Ninth
Annual Cost of Cybercrime Study
found that, in those surveyed,
the total average annual cost

of cybercrime attacks for

an organization in 2018 was
$13 million.*

75%

Of respondents said they
did not have a formal
cybersecurity incident

response plan across their
organization.

Source:

The Center for Strategic and
International Studies (CSIS) and
McAfee estimated the 2017
cost of cybercrime in North
America at between $140 billion
and $175 billion.2 For smaller
businesses, the consequences
canbe catastrophic, when

they are forced to close

due to financial hardship or
damaged reputation.

A CRITICAL PRIORITY

Business owners should work
with IT staff or consultants
and financial institutions

to help protect data and
systems without hindering the
technologies that advance
their operation.

“Cybersecurity should be viewed
in conjunction with an overall
business continuity strategy,
and your financial institution
should be helping your business
operate and be successful,”

said Don Boian, director

of cybersecurity outreach

for Huntington.”

“I'think that soon companies
will realize that a cyberattack
is going to happen,” said Ashley
Bauer, marketing manager at
Huntington Insurance, Inc."We
can't outspend the criminals to
entirely prevent it. It's best to
beresilient when it happens.
Containit. Respond to it. Move
on.Soit's not a detrimental

or catastrophic event. It just
becomes another cost of
doing business."”

For adeeper analysis of cyber
risk, download our white paper
and talk with a Huntington
banker about helping to mitigate
the impact of cybercrimes on
your business.

£13 M

The total average annual cost
of cybercrime attacks for an
organization in 2018.

Source: Ponemon Institute and Accenture®
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About Huntington

Huntington Bancshares Incorporated is a regional bank holding company headquartered in Columbus, Ohio, with $109
billion of assets and a network of 950 branches and 1,770 ATMs across eight Midwestern states. Founded in 1866,

The Huntington National Bank and its affiliates provide consumer, small business, commercial, treasury management,
wealth management, brokerage, trust, and insurance services. Huntington also provides auto dealer, equipment
finance, national settlement, and capital market services that extend beyond its core states. Visit huntington.com for
more information.
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The information provided in this document is intended solely for general informational purposes and is provided with the
understanding that neither Huntington, its affiliates nor any other party is engaging inrendering financial, legal, technical or

other professional advice or services. Any use of this information should be done only in consultation with a qualified and licensed
professionalwho can take into account all relevant factors and desired outcomes in the context of the facts surrounding your
particular circumstances. The information in this document was developed with reasonable care and attention. However, it is
possible that some of the information is incomplete, incorrect, or inapplicable to particular circumstances or conditions. NEITHER
HUNTINGTONNOR ITS AFFILIATES SHALL HAVE LIABILITY FOR ANY DAMAGES, LOSSES, COSTS OR EXPENSES (DIRECT,
CONSEQUENTIAL, SPECIAL, INDIRECT OR OTHERWISE) RESULTING FROM USING, RELYING ON OR ACTING UPON INFORMATION
INTHIS DOCUMENT EVEN IF HUNTINGTON AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF OR FORESEEN THE POSSIBILITY
OF SUCHDAMAGES, LOSSES, COSTS OREXPENSES.

Insurance products are offered by Huntington Insurance, Inc., a subsidiary of Huntington Bancshares Incorporated, and underwritten by
third-party insurance carriers not affiliated with Huntington Insurance, Inc.

Investment and Insurance products are:

NOT ADEPOSIT - NOT FDIC INSURED - NOT GUARANTEED BY THE BANK + NOT INSURED BY ANY FEDERAL GOVERNMENT AGENCY -
MAY LOSE VALUE

@ The Huntington National Bank is an Equal Housing Lender and Member FDIC. I[°, Huntington® and I Huntington® are
federallyregistered service marks of Huntington Bancshares Incorporated. © 2019 Huntington Bancshares Incorporated.

Third-party product, service, and business names are trademarks and/or service marks of their respective owners.
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https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-Final.pdf#zoom=50
https://www.ibm.com/security/data-breach/threat-intelligence
https://www.ic3.gov/media/2018/180712.aspx
http://fortune.com/2017/06/22/cybersecurity-business-fights-back/
https://hbr.org/2017/12/cfos-dont-worry-enough-about-cyber-risk
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